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BAB V 

SIMPULAN DAN SARAN 

 

5.1 Simpulan  

Aplikasi Image Deepfake Detector menggunakan algoritma Neural 

Network dengan model ResNet-50 memiliki akurasi cukup baik bila diterapkan 

pada deepfake yang menggunakan model serupa dalam pembuatannya dengan 

model data training. Aplikasi dapat  mendeteksi deepfake dengan model ProGAN 

yang serupa dengan data training dengan ketepatan 100% dan terlihat mengalami 

penurunan ketepatan ketika digunakan dalam deepfake dengan model StyleGAN 

dan BigGAN. Secara keseluruhan, aplikasi mendapatkan akurasi sebesar 85%, 

presisi sebesar 100%, serta recall sebesar 65%. 

5.2 Saran 

a) Perkembangan AI yang berlangsung cepat memungkinkan pengembangan 

deepfake yang mampu menipu mata manusia ataupun deepfake detector yang 

telah berkembang. Sebaliknya, perkembangan tersebut juga memungkinkan 

munculnya metode baru untuk mendeteksi deepfake tersebut. 

b) Terdapat banyak faktor yang layak dijadikan bahan penelitian selanjutnya 

mengenai deepfake, seperti faktor kompresi yang seringkali diterapkan pada 

media sosial. Bukan tidak mungkin karena faktor tersebut deepfake yang 

dikirim melalui media sosial akan dianggap sebagai gambar asli. 

c) Pengembangan model AI, terutama yang bersifat kompleks seperti gambar 

atau suara, terbilang cukup sulit bila dilakukan dari awal. Untuk 

mempermudah dan mempercepat proses, dapat digunakan model yang telah 

dilatih secara dasar sebelumnya seperti ResNet-50 yang disediakan Kaggle. 
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LAMPIRAN 

 

Koding Aplikasi 

Frontend 

app.js 

import React, { useState } from "react"; 

import { BrowserRouter, Routes, Route, Navigate } from 'react-router-dom'; 

import './App.css'; 

import Home from "./pages/home"; 

import About from "./pages/about"; 

import Detect from './pages/detect'; 

import Help from './pages/help'; 

import Hasil from './pages/hasil'; 

function App() { 

  const [image, setImage] = useState(null); 

  const [prediction, setPrediction] = useState(null); 

  return ( 

    <BrowserRouter> 

      <Routes> 

        <Route path="/" element={<Home />} /> 

        <Route path="/about" element={<About />} /> 

        <Route path="/help" element={<Help />} /> 

        <Route path="/detect" element={<Detect setImage={setImage} setPrediction={setPrediction} />} /> 

        <Route path="/hasil" element={<Hasil image={image} prediction={prediction} />} /> 

        <Route path="*" element={<Navigate to="/" />} /> 

      </Routes> 

    </BrowserRouter> 

  ); 

} 

export default App;   

 

home.js 

import React from 'react'; 

import logo from '../th.png'; 

import profile from '../profile.jpeg'; 

import Header from './partials/header'; 

import Footer from './partials/footer'; 

 



 

  

const center = { 

    display: 'flex', 

    alignItems: 'center', 

    justifyContent: 'center' 

}; 

function Home() { 

    return ( 

        <div> 

            <Header /> 

            <div id="title" className="row"> 

                <div className="col-12 col-md-8"> 

                    <h1 className="heading">Uncover the truth</h1> 

                    <h3>with our AI based deepfake detector technology</h3> 

                    <a href="/detect">Get Started &gt;</a> 

                </div> 

                <div className="col-12 col-md-4" style={{ minHeight: 75, marginTop: 20 }}> 

                    <img className="title-image" src={logo} alt="title"></img> 

                </div> 

            </div> 

            <div className="row"> 

                <div className="col-12 col-md-6"> 

    <img className="about-image" src="https://ai-backend.vanceai.com/uploads/images/deepfake.jpg? 

p=16109546419499623" alt="home"></img> 

                </div> 

                <div className="col-12 col-md-6"> 

                    <h1 className="section-heading">About Deepfake Detector</h1> 

                    <h3 style={{ fontSize: "1.2rem" }}>Our website provides a powerful and reliable solution to the 

growing problem of deepfakes, images that have been manipulated or generated using artificial 

intelligence to show things that never actually happened. With our detection technology, you can easily 

verify the authenticity of your images and protect yourself from falling victim to misinformation or 

deception.</h3> 

                    <a href="/about" className="btn btn-primary" role="button" aria-pressed="true">Learn More 

&emsp;<i>&gt;</i></a> 

                </div> 

            </div> 

                <div className="row colored-section" > 

                    <div className="col-12"> 

                        <h1 className="section-heading">Experimental Results</h1> 

                        <h3>We have performed extensive training to provide the most reliable solution. The 

following are our method settings</h3> 



 

  

                        <li className="section-paragraph"> 

                            <a>Learning Rate: 0.0001</a> 

                        </li> 

                        <li className="section-paragraph"> 

                            <a>Accuracy: 85%</a> 

                        </li> 

                        <li className="section-paragraph"> 

                            <a>Precision: 100%</a> 

                        </li> 

                        <li className="section-paragraph"> 

                            <a>Recall: 62.5%</a> 

                        </li> 

                    </div> 

                </div> 

            <div id="author"> 

                <div className="row" > 

                    <div className="col-12"> 

                        <h1 className="section-heading" style={center}>About Author</h1> 

                        <h3 style={{ fontSize: "1.2rem", textAlign: "center" }}>This website managed and developed 

by Ananda Adhicitta from Universitas Buddhi Dharma for his final year project.</h3> 

                    </div> 

                    <div className="col-12" style={center}> 

                        <img className="author-image" src={profile} alt="about"></img> 

                    </div> 

                </div> 

            </div> 

            <Footer /> 

        </div> 

    ); 

} 

export default Home; 

 

about.js 

import React from 'react'; 

import image1 from '../image1.png'; 

import image2 from '../image2.png'; 

import image3 from '../image3.png'; 

import curve from '../ROC-AUC-CURVE.png'; 

import Header from './partials/header'; 

import Footer from './partials/footer'; 



 

  

 

const center = { 

    display: 'flex', 

    alignItems: 'center', 

    justifyContent: 'center' 

}; 

function About() { 

    return ( 

        <div> 

            <Header /> 

            <div id="title" className="row"> 

                <div className="col-12 col-md-10"> 

                    <h1 className="heading">Deepfake</h1> 

                    <h3>Generative Adversarial Networks (GANs) are a form of deep neural network that has been 

commonly used to generate deepfake.</h3> 

                </div> 

            </div> 

            <div className="row"> 

                <div className="col-12 col-lg-8 text-right"> 

                    <h1 className="section-heading">What's deepfake?</h1> 

                    <h3 style={{ fontSize: "1.2rem" }}>Deepfake is the result of the development of deep learning 

technology, a branch of machine learning that uses neural network algorithms on large-scale data sets to 

create false information. This fake information can be in the form of sound, image, or video that will look 

very similar to the original, because it uses technology that continues to develop.</h3> 

                    <h3 style={{ fontSize: "1.2rem" }}>While deepfake open possibilities to generate stock images 

easily, <b>deepfake often used to swipe faces of popular person and produce misleading information and 

rumors.</b> In 2018, a fake video for Barack Obama was created to putting words he never uttered. In 

addition, in the US 2020 election, deepfakes have been used to manipulate Joe Biden videos showing his 

tongue out.</h3> 

                </div> 

                <div className="col-12 col-lg-4 d-flex align-items-center"> 

                    <img className="about-image" src={image2} alt="about"></img> 

                </div> 

            </div> 

            <div className="row colored-section"> 

                <div className="col-12 col-md-6 d-flex align-items-center"> 

                    <img className="about-image" src={image1} alt="about"></img> 

                </div> 

                <div className="col-12 col-md-6"> 

                    <h1 className="section-heading">How deepfakes generated?</h1> 



 

  

                    <h3 style={{ fontSize: "1.2rem" }}>The architecture of GANs consists of two neural networks 

components: </h3> 

                    <li className="section-paragraph" style={{ fontSize: "1.2rem" }}> 

                        <a>The generator learns to generate plausible data. The generated instances become negative 

training examples for the discriminator.</a> 

                    </li> 

                    <li className="section-paragraph" style={{ fontSize: "1.2rem" }}> 

                        <a>The discriminator learns to distinguish the generator's fake data from real data. The 

discriminator penalizes the generator for producing implausible results.</a> 

                    </li> 

                </div> 

            </div> 

            <div className="row" > 

                <div className="col-12"> 

                    <h1 className="section-heading">How to prevent it?</h1> 

                    <br></br> 

                    <h3 style={{ fontSize: "1.2rem" }}>We have performed extensive training to provide the 

powerful and reliable solution to the growing problem of deepfakes. Using the power of ResNet50, 

neural network algorithm specialized in image processing, we build this deepfake detection 

website.</h3> <h3 style={{ fontSize: "1.2rem" }}></h3> 

                </div> 

                <div className="col-12" style={center}> 

                    <img className="about-image" src={image3} alt="about"></img> 

                </div> 

            </div> 

            <div className="colored-section"> 

                <div className="row" > 

                    <div className="col-12"> 

                        <h1 className="section-heading" style={center}>How reliable is it?</h1> 

                        <h3>Altought still need improvement, it offer quite good result toward our validation data 

set.</h3> 

                        <li className="section-paragraph"> 

                            <a>Learning Rate: 0.0001</a> 

                        </li> 

                        <li className="section-paragraph"> 

                            <a>Accuracy: 85%</a> 

                        </li> 

                        <li className="section-paragraph"> 

                            <a>Precision: 100%</a> 

                        </li> 



 

  

                        <li className="section-paragraph"> 

                            <a>Recall: 62.5%</a> 

                        </li> 

                    </div> 

                    <div className="col-12" style={center}> 

                        <img className="curve-image" src={curve} alt="about"></img> 

                    </div> 

                </div> 

            </div> 

            <Footer /> 

        </div> 

    ); 

} 

export default About; 

 

help.js 

import React, { useState } from "react"; 

import { ToastContainer, toast } from 'react-toastify'; 

import 'react-toastify/dist/ReactToastify.css'; 

import axios from '../config/api'; 

import Header from './partials/header'; 

import Footer from './partials/footer'; 

function Help() { 

  const [message, setMessage] = useState(); 

  const handleChange = (e) => { 

    setMessage(e.target.value); 

  } 

  const handleClick = async (e) => { 

    if ( message === "" ){ 

        toast("Message can't be empty!"); 

    } 

    else{ 

      try { 

        const response = await axios.post( 

          "/message",  

          JSON.stringify({ "message" : message }), 

          { 

            headers: { "Content-Type": "application/json" }, 

            withCredentials: false, 

          } 



 

  

        ); 

        console.log(response) 

        if(Response.status = 200){ 

            toast("Thank you for your message!"); 

        } 

        else{ 

            toast("Sorry, we failed to send your message, please try again later!"); 

        } 

      } catch (error) { 

        console.log(error); 

        toast("Oops! Something went wrong, please try again later"); 

      } 

    } 

  } 

  return ( 

    <div> 

        <Header /> 

        <div className="row"> 

            <div className="col-12"> 

                <h1 className="section-heading">Help us to improve this website</h1> 

                <h3 style={{ fontSize: "1.2rem" }}>If you have suggestion or want to ask about this website, fill 

this box and send it to use. Any message would be meaningful to us, thank you!</h3> 

                <br></br> 

            </div> 

            <div className="col-12"> 

                <textarea  

                    value={message} 

                    onChange = { handleChange }  

                    style={{ width: '100%', height: '250px', resize: 'vertical', padding: '10px' }} 

                /> 

                <a className="btn btn-primary" role="button" aria-pressed="true" onClick={ handleClick } 

style={{ marginTop: '30px', color: "white" }}>Send</a> 

            </div> 

            <ToastContainer /> 

        </div> 

        <Footer /> 

    </div> 

  ) 

} 

export default Help; 



 

  

detect.js 

import React, { useState } from "react"; 

import { useNavigate } from 'react-router-dom'; 

import { ToastContainer, toast } from 'react-toastify'; 

import 'react-toastify/dist/ReactToastify.css'; 

import loadingImage from'../loading.gif'; 

import axios from '../config/api'; 

import Header from './partials/header'; 

import Footer from './partials/footer'; 

function Detect(props) { 

  const [isLoading, setLoading] = useState(false); 

  const navigate = useNavigate(); 

  var imageCheck = Boolean(true); 

 

  const handleChange = async (e) => { 

    var types; 

    for (var i = 0; i < e.target.files.length; i++) { 

      if (e.target.files[i].name.match(/\.(jpg|jpeg|png)$/)) { 

        types = "image"; 

      } 

      else{ 

        toast("File not supported!"); 

      } 

    } 

 

    if (imageCheck == true) { 

      try { 

        const data = new FormData() 

        data.append('files', e.target.files[0]) 

 

        setLoading(true) 

        const response = await axios.post( 

          "/detect", data, 

          { 

            headers: { "Content-Type": "multipart/form-data" }, 

            withCredentials: false, 

          } 

        ); 

        props.setImage(URL.createObjectURL(e.target.files[0])); 

        props.setPrediction(response.data.prediction); 



 

  

        navigate("/hasil"); 

      } catch (error) { 

        console.log(error); 

        toast("Oops! Something went wrong, please try again later"); 

        setLoading(false) 

      } 

    } 

  } 

  return ( 

    <div className="App"> 

      <Header /> 

      <div className="detect-title"> 

        <h1 className="section-heading">A little help</h1> 

        <h3 style={{ fontSize: "1.2rem" }}>Choose your images you need to know its origin. More longer 

videos might take some time to be detected.</h3> 

        <h3 style={{ fontSize: "1.2rem" }}>Our website accept various image extension as jpg, jpeg, and 

png!</h3> 

      </div> 

      <div className="upload-container"> 

        <input type="file" onChange = { handleChange } /> 

      </div> 

      <div style={{ textAlign: 'center', position: 'relative', marginTop: 0 }} > 

        { isLoading ? <img className="loading" src = { loadingImage } /> : null } 

      </div> 

      <br></br> 

      <Footer /> 

      <ToastContainer /> 

    </div> 

  ) 

} 

export default Detect; 

 

hasil.js 

import React from 'react'; 

import Header from './partials/header'; 

import Footer from './partials/footer'; 

function Hasil(props) { 

 return ( 

    <div> 

      <Header /> 



 

  

      <div className="row" > 

        <div className="hasil col-12 col-md-4"> 

          <h1 className="text-hasil">Our algorithm predict that your image is most likely to be 

{props.prediction}</h1> 

          <br></br> 

          <a href="/detect" className="btn btn-primary" role="button" aria-pressed="true">Try Another 

Image</a> 

        </div> 

        <div className="col-12 col-md-8"> 

          <img className="output" src={props.image} alt="Gambar Hasil" /> 

        </div> 

      </div> 

      <Footer /> 

    </div> 

  ) 

} 

export default Hasil; 

 

header.js 

import React from 'react'; 

import { Navbar, Nav } from 'react-bootstrap'; 

function Header() { 

    return ( 

        <div> 

            <Navbar variant="dark" expand="lg" sticky="top"> 

                <Navbar.Brand href="/">Deepfake Detector</Navbar.Brand> 

                <Navbar.Toggle aria-controls="basic-navbar-nav"> 

                </Navbar.Toggle> 

                <Navbar.Collapse id="basic-navbar-nav"> 

                    <Nav.Link href="/home">Home</Nav.Link> 

                    <Nav.Link href="/about">About</Nav.Link> 

                    <Nav.Link href="/help">Help</Nav.Link> 

                </Navbar.Collapse> 

            </Navbar> 

        </div> 

    ); 

} 

export default Header; 

 

footer.js 



 

  

import React from 'react'; 

function Footer() { 

    return ( 

        <div> 

            <div style={{ textAlign: "center"}}> 

                <a>© Ananda Adhicitta, Universitas Buddhi Dharma 2023</a> 

            </div> 

        </div> 

    ); 

} 

export default Footer; 

 

app.css 

body { 

  font-family: "Montserrat"; 

} 

h1, h2, h3, h4, h5, h6 { 

  font-family: "Montserrat-Bold"; 

} 

p { 

  color: #8f8f8f; 

} 

a { 

  color: #fff; 

} 

a:hover { 

  text-decoration: none; 

} 

.heading { 

  font-family: "Montserrat-Black"; 

  font-size: 2.5rem; 

  line-height: 1.5; 

  font-weight: 1000; 

} 

.section-heading { 

  font-size: 1.7rem; 

  font-weight: bold; 

  line-height: 1.5; 

} 

.section-paragraph { 



 

  

  font-size: 1.4rem; 

  line-height: 1.5; 

} 

.colored-section, .navbar { 

  background-color: #4186ed; 

  color: #fff; 

} 

#title { 

  background-color: #007bffd4; 

  color: #fff; 

  text-align: left; 

  font-weight: 900; 

} 

.row { 

  padding: 10% 15%; 

  margin: 0; 

} 

.title-image { 

  width: 60%; 

  position: absolute; 

  left: 20%; 

} 

.about-image { 

  width: 100%; 

  margin: auto; 

} 

.btn { 

  font-size: 1rem; 

  border-radius: 20px; 

  width: 150px; 

  margin-top: 10%; 

  background-image: linear-gradient(to left,rgb(94, 145, 246),rgba(94, 145, 246, 0.52)); 

} 

.btn:hover{ 

  background-image: linear-gradient(to left, #007bff, #007bff); 

  box-shadow: 0 2px 2px -2px gray; 

} 

.author-image { 

  width: 25%; 

  margin: 10px; 



 

  

  border-radius: 15%; 

  overflow: hidden; 

} 

.curve-image { 

  width: 60%; 

  margin: 15px; 

  border-radius: 5%; 

  overflow: hidden; 

} 

.upload-container, .detect-title { 

  outline-offset: -10px; 

  margin: 5%; 

  margin-bottom: 0; 

} 

.upload-container { 

  padding-top: 10%; 

  padding-bottom: 15%; 

  position: relative; 

  border: 1px solid  #7eb1cf; 

  background: hsl(222, 100%, 91%); 

  outline: 2px dashed #7eb1cf; 

  text-align: center; 

} 

.upload-container:before { 

  position: absolute; 

  bottom: 30%; 

  text-align: center; 

  content: " (or) Drag and Drop files here. "; 

  color: #3f4e88; 

  font-weight: 900; 

} 

.upload-btn { 

  margin-left: 300px; 

  padding: 7px 20px; 

} 

.loading { 

  max-height: 15%; 

  max-width: 15%; 

  margin-bottom: 5%; 

} 



 

  

.text-hasil { 

  margin-bottom: 20%; 

} 

.hasil { 

  padding: 5%; 

} 

.output { 

  margin: 5%; 

  width: 90%; 

} 

@media (max-width: 1000px) { 

  .title-image { 

    display: none; 

  } 

  .text-hasil { 

    margin-bottom: 5%; 

  } 

  .loading { 

    max-height: 25%; 

    max-width: 25%; 

  } 

} 

 

Backend 

skripsi.py 

from flask import Flask, jsonify, request 

from werkzeug.utils import secure_filename 

from flask_cors import CORS 

from PIL import Image 

from pymongo import MongoClient 

from resnet import detect 

import os 

import datetime 

import openpyxl 

import gridfs 

import io 

app = Flask(__name__) 

CORS(app, resources={r"/*": {"origins": "http://localhost:3000"}}) 

 

def save_data(image_path, label): 



 

  

    connection_string = 

"mongodb+srv://Nanda:Tester123123*@cluster0.xcajf.mongodb.net/deepfakedetectorDB?retryWrites=tr

ue&w=majority" 

    client = MongoClient(connection_string) 

    db = client['deepfakedetectorDB']  

    fs = gridfs.GridFS(db, collection='images') 

    with open(image_path, 'rb') as img_file: 

        image_id = fs.put(img_file, filename=image_path) 

    data = { 

        'image_id': image_id, 

        'label': label, 

        'date': datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S') 

    } 

    db.data_collection.insert_one(data) 

    client.close() 

 

@app.route('/detect', methods=['POST']) 

def detect_deep_fake(): 

    model = 'model.pth'  

    file = request.files['files'] 

    filename = secure_filename(file.filename) 

    file.save(filename) 

    net = detect('cpu', model) 

    img = Image.open(file).convert('RGB') 

    img.load() 

    result = net.apply(img) 

    final_result = result.tolist() 

    if (final_result > 0): 

        result = {'prediction': 'fake'} 

    else: 

        result = {'prediction': 'real'} 

    save_data(filename, result) 

    os.remove(filename) 

    return jsonify(result) 

 

@app.route('/message', methods=['POST']) 

def receive_message(): 

    json_data = request.json 

    time = datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S') 

    content = json_data['message'] 



 

  

    try: 

        workbook = openpyxl.load_workbook('message.xlsx') 

    except FileNotFoundError: 

        workbook = openpyxl.Workbook() 

    sheet = workbook.active 

    next_row = sheet.max_row + 1 

    sheet.cell(row=next_row, column=1).value = time 

    sheet.cell(row=next_row, column=2).value = content 

    workbook.save('message.xlsx') 

    return 'Message received and saved' 

 

if (__name__ == '__main__'): 

    app.run() 

 

resnet.py 

import torch 

import torch.nn as nn 

import torchvision.transforms as transforms 

import numpy as np 

LIMIT_SIZE  = 1536 

LIMIT_SLIDE = 1024 

class ChannelLinear(nn.Linear): 

    def __init__(self, in_features: int, out_features: int, bias: bool = True) -> None: 

        super(ChannelLinear, self).__init__(in_features, out_features, bias) 

    def forward(self, x): 

        out_shape = [x.shape[0], x.shape[2], x.shape[3], self.out_features] 

        x = x.permute(0,2,3,1).reshape(-1,self.in_features) 

        x = x.matmul(self.weight.t()) 

        if self.bias is not None: 

            x = x + self.bias[None,:] 

        x = x.view(out_shape).permute(0,3,1,2) 

        return x 

def conv3x3(in_planes, out_planes, stride=1): 

return nn.Conv2d(in_planes, out_planes, kernel_size=3, stride=stride, padding=1, bias=False) 

def conv1x1(in_planes, out_planes, stride=1): 

return nn.Conv2d(in_planes, out_planes, kernel_size=1, stride=stride, bias=False) 

class Bottleneck(nn.Module): 

    expansion = 4 

    def __init__(self, inplanes, planes, stride=1, downsample=None): 

        super(Bottleneck, self).__init__() 



 

  

        self.conv1 = conv1x1(inplanes, planes) 

        self.bn1 = nn.BatchNorm2d(planes) 

        self.conv2 = conv3x3(planes, planes, stride) 

        self.bn2 = nn.BatchNorm2d(planes) 

        self.conv3 = conv1x1(planes, planes * self.expansion) 

        self.bn3 = nn.BatchNorm2d(planes * self.expansion) 

        self.relu = nn.ReLU(inplace=True) 

        self.downsample = downsample 

        self.stride = stride 

    def forward(self, x): 

        identity = x 

        out = self.conv1(x) 

        out = self.bn1(out) 

        out = self.relu(out) 

        out = self.conv2(out) 

        out = self.bn2(out) 

        out = self.relu(out) 

        out = self.conv3(out) 

        out = self.bn3(out) 

        if self.downsample is not None: 

            identity = self.downsample(x) 

        out += identity 

        out = self.relu(out) 

        return out 

class ResNet(nn.Module): 

    def __init__(self, block, layers, num_classes=1, stride0=1): 

        super(ResNet, self).__init__() 

        self.inplanes = 64 

        self.conv1 = nn.Conv2d(3, 64, kernel_size=7, stride=stride0, padding=3, bias=False) 

        self.bn1 = nn.BatchNorm2d(64) 

        self.relu = nn.ReLU(inplace=True) 
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